


THANK YOU!



3



A r a b i c
M a n d a r i n
S p a n i s h

A S L

A v a i l a b l e  i n :

4



5



6



7



Adult Protective Services (APS)

AGENCY CONTACT INFORMATION
Adult Protective 

Services 

855-444-3911

mi.gov/mdhhs

24-hour crisis 

intervention for 

vulnerable adults.
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Quantity 

Mailing address(no PO boxes)

ag-pa@mi.gov

Include: 
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Elder Abuse Task Force - update

1. How it was formed

2. Initiatives 

3. Available resources

4. How to keep current



Dana Nessel, Michigan’s 54th Attorney General, 
began her legal career as an Assistant Prosecutor 
in the Wayne County Prosecutor’s Office. 

For more than a decade, she was assigned to elite 
units within the office and handled some of Wayne 
County’s most difficult cases in the Child & Family 
Abuse Bureau, Police Conduct Review Team, and 
Auto Theft Unit. Nessel was specially assigned to 
try homicide, arson, criminal sexual conduct and 
gang-related conspiracy cases, among many 
others.

DANA NESSEL





Task Force Members & How You Can Provide Input

• Mi.Gov/ElderAbuse – select “Elder Abuse Task Force”



Elder Abuse Task Force Homepage
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Second Set of Initiatives



SET OF SECOND INITIATIVES



* * *

SET OF SECOND INITIATIVES
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Second Set of Initiatives



Victims 60+ by 
the Numbers

29

$18,246 average loss per 
victim

Michigan victims lost 
nearly $32 M



• Remain Powerful

• Tricks Criminals 

Use

• Fraud Fighting 

Tools

Scam Prevention Roadmap
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1. Recognize 

scams. 

2. Plan for how 

to react. 

Remain Powerful!

Move from 

victim to survivor!
31



Free podcast &

Fraud Watch 

Network Helpline: 

877-908-3360

Education & Prevention
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1.   Criminals manipulate victims into 

becoming emotional/vulnerable.

2. Caller ID, email addresses, links, profiles, 

attachments, etc. are frequently faked.

3. Attorney General Nessel's team is here for 

you—877-765-8388; Mi.Gov/AG

Remember . . .
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Spot & Stop Manipulation

Criminals create

victims using 

emotional and 

psychological 

manipulation.
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• Aggression

Psychology of a Scam

Victims are created using emotional and 

psychological manipulation.

• Deception

• Distraction

• Persuasion

35



Persuasion

A deliberate attempt to control another’s mind/behavior

Follow others

Social
Consensus

Free ________ Imposter Scams Shared values
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Distraction

To cause mental 
or emotional distress 

and disrupt clear
thought and behavior

• Unsolicited contact

• Emergency / 

urgency

• High pressure / 

stakes
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Deception

Making others believe 
something that is not true. 

• Specifically selected

• Financial windfall

• Information to confirm 

identity

Criminals tell you:
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Aggression

Use of threats -

provoking fear

and anxiety!

Threats of:

• Harm to loved one

• Arrest or lawsuit

• Imprisonment

• Shutting off utility
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Top Phone Scams

CRIMINAL’S 

GOAL?

1. Personally 

Identifiable 

Information 

2. Money

40



Listen to how you 
are told to pay! 

Scam Payment Methods

• Cash

• Wire transfer
• Gift card 
• Cash our check

and send us $

• Cryptocurrency
(e.g., Bitcoin)
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Pay Apps 
Not Regulated

Save for People/Business you 

Know and Trust

• Venmo

• PayPal

• Zelle

• CashApp

• Apple Pay

• Google Pay

• Others
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FBI Recent Pay App Crime

NO!

Criminal confirms your past addresses, social security 
number, and the last four digits of your bank account. 

Caller Id: [Your Bank’s Legitimate 1-800 Support #]
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Pretending to be someone else to 
steal money or personal 
information.

Imposter Scams

• Lottery Official

• Government Employee

• Utility Company

• Debt Collection

• Tech Support

• Grandchild or Friend

• Romantic Admirer
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Lottery or 
Sweepstakes 

Scams

Your Plan:

1. Don’t answer 

or respond.

2. Hang up; delete 

communication.

3. “I’ll give you your 

money a month 

after I get mine!” 
45



Why so important to NOT 
answer or respond?

Once you answer the phone or respond to the 

email or text, you are a valued target!

The criminals know who answers/responds, and 

your information is repeatedly sold. You are now 

on the “sucker list” and you are going to get 

flooded with scams.
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Your Plan:
Govt.; Utility; Credit 

Card; Debt; Bank; Tech

1. Don’t answer or 

respond.

3. “If I need you, I 

will contact you!”

2. Hang up; delete 

communication.
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Grandparent Scam
Your Plan:

3. Buy yourself time, 

hang up & confirm.

2. Grandkids phone #s 

programed into 

phone.

1. Code word.

Kidnapping Scam
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C

Romance Scams

• Highest financial loses.

• Criminal spends a long time 
getting to know the victim.

• Builds a sense of trust, likely 
profess love very quickly.

• Criminal creates a fake online 
profile or otherwise masks their 
identity.
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• Say they are from the U.S. but 
currently overseas for business or 
military service.

• Need the victim to send them money 
for:

• An emergency

• Hospital bills

• Travel to meet the victim

• Plan to visit but can't because of 
some emergency.

Romance Scams
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Romance Scam Your Plan:

1. Internet reverse 

image search.

2. Consult someone 

you trust.

3. Love local.
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Michigan Attorney General
Complaint Specialist

877-765-8388
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1. Educate yourself

Fight Fraud Review

Cash; wire transfer; gift card; cash our check & 

send us $; and cryptocurrency.

A. Avoid being manipulate emotional/vulnerable

B. Remember fake caller ID, “from” 

email/texts, attachments, etc. 

C. Spot scam payment methods
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Fight Fraud Extras

2. Two-factor authentication

3. Freeze credit report
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Two-Factor Authentication
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Google Voice Scam
1. Criminal calls interested in your 

offer/plea. 

2. Criminal needs verification code.

3. You provide code.

4. Criminal obtains Google Voice 

account in your name and scams 

others.
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Freeze

Your 

Credit 

Report 
57



1. It’s free.

2. It’s a great weapon against identity 

thieves.

3. It’s a simple process.

4. It stops credit bureaus from selling your 

data.

Credit Freeze Pros.
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Credit Freeze Cons.
1. Need to freeze with three separate bureaus 

and one requires a PIN every time you want 

a creditor to access your credit report. 

2. Lifting the freeze is extra work for you.

3. It’s not a 100% guarantee against credit 

fraud or identity theft. 
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877-765-8388

mi.gov/ag

Identity Theft Victims

60



1. Educate Yourself (e.g., The 

Perfect Scam podcast).

Fight Fraud Review

2. Refuse to be manipulated 

into becoming 

emotional/vulnerable.

3. Remember caller ID, email 

addresses, links, profiles, 

attachments, etc. can be faked.
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4. Scam payment methods.

5. Two-factor authentication.

6. Freeze credit report.

7. Attorney General Nessel's team is here for 

you!

Fight Fraud Review cont.
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• Michigan Attorney General 

Consumer Alerts; mi.gov/agConsumerAlerts

Complaint form: mi.gov/agComplaints

Elder Abuse Prevention: mi.gov/ElderAbuse

Mi.gov/ag or 877-765-8388

• Internet Crime Complaint Center

ic3.gov (iC3)

• Federal Trade Commission (FTC) 

877-738-4338

ftc.gov

• FTC Identity Theft

ftc.gov/IdentityTheft

RESOURCES

mi.gov/ag

• Area Agency on Aging

4AMi.org

• Annual Credit Report

877-322-8228

AnnualCreditReport.com

• Consumer Financial Protection Bureau

855-411-2372

ConsumerFinance.gov

• Better Business Bureau (BBB)

Western:  616-774-8236

Eastern:  248-223-9400

BBB.org/us/mi
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MI.Gov/AG
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• Michigan Attorney General 

Consumer Alerts; mi.gov/agConsumerAlerts

Complaint form: mi.gov/agComplaints

Elder Abuse Prevention: mi.gov/ElderAbuse

Mi.gov/ag or 877-765-8388

• Internet Crime Complaint Center

ic3.gov (iC3)

• Federal Trade Commission (FTC) 

877-738-4338

ftc.gov

• FTC Identity Theft

ftc.gov/IdentityTheft

RESOURCES

mi.gov/ag

• Area Agency on Aging

4AMi.org

• Annual Credit Report

877-322-8228

AnnualCreditReport.com

• Consumer Financial Protection Bureau

855-411-2372

ConsumerFinance.gov

• Better Business Bureau (BBB)

Western:  616-774-8236

Eastern:  248-223-9400

BBB.org/us/mi

older adults, but
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• Michigan Attorney General 

Consumer Alerts; mi.gov/agConsumerAlerts

Complaint form: mi.gov/agComplaints

Elder Abuse Prevention: mi.gov/ElderAbuse

Mi.gov/ag or 877-765-8388

• Internet Crime Complaint Center

ic3.gov (iC3)

• Federal Trade Commission (FTC) 

877-738-4338

ftc.gov

• FTC Identity Theft

ftc.gov/IdentityTheft

RESOURCES

mi.gov/ag

• Area Agency on Aging

4AMi.org

• Annual Credit Report

877-322-8228

AnnualCreditReport.com

• Consumer Financial Protection Bureau

855-411-2372

ConsumerFinance.gov

• Better Business Bureau (BBB)

Western:  616-774-8236

Eastern:  248-223-9400

BBB.org/us/mi

older adults, but
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RESOURCES

mi.gov/ag 68



RESOURCES

mi.gov/ag 69



To request a presentation, 
send an email to: ag-events@michigan.gov
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This Photo by Unknown Author is licensed under CC BY-NC-ND
71

https://askleo.com/what-is-facebook-fan-friday/
https://creativecommons.org/licenses/by-nc-nd/3.0/


72



1. Ignore phone calls from numbers you 

don’t know.

2. Ask your phone company about a scam 

screening feature.

Fighting Phone Fraud
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3.  Activate the “silence unknown callers” 

(iPhone) or “block numbers” (Android) 

feature on your cell phone. 

4.  Put your number on the National “Do Not 

Call” registry. 1-888-382-1222 or 

DoNotCall.gov

Fighting Phone Fraud
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1. Password protect your phone.

2. Turn on phone location tracking.

3. Carry minimal ID in your wallet/purse.

4. Copy contents of wallet/purse but only use private 

copier because copiers retain images.

5. Refresh your Facebook security settings. 

Other Fraud Fighting Tips
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Robocalls
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Robocalls

Recorded calls 
selling something 
are likely illegal.

Some robocalls are allowed:

• Purely Informational Calls 

• Political 

• Charities

• A company you have given 

permission to contact you; 

or have previously done 

business with

• Debt Collection
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Caller ID 
Spoofing

Automated dialing technology 
uses the internet to makes 
millions of calls in minutes and 
can make your caller ID display a 
legitimate source.

The number you see on your 
Caller ID is NOT the caller’s 
real number.  

Can they be stopped?
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Reducing 
Unwanted 

Calls
There is no way to 

eliminate these calls, but 
they can be reduced by 

following these tips.

Do NOT:

• Trust Your Caller ID

• Press Any Number

DO:

• Hang Up

• Use Call Blocking Apps

• Use Device Features

• Speak To Your Phone 

Provider

• Report Robocalls
79



Report to:

Robocall Crackdown Team 

mi.gov/robocalls

and

Federal Trade Commission 

ReportFraud.ftc.gov
Robocall

Crackdown Team
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AnnualCreditReport.com

AnnualCreditReport.com allows one free copy of your credit 

report every year by each of the three major credit reporting 

bureaus. 

Equifax          Experian          TransUnion

AnnualCreditReport.com or phone 877-322-8228.
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AnnualCreditReport.com

1. It is FREE!  

2. Credit reports are updated frequently to reflect new data

3. Find and correct inaccuracies

4. Detect potential Identity Theft

5. It’s an important part of your financial wellness

• Credit reports do NOT include credit scores

• Checking your credit report does NOT affect 
your credit score 

SHOULD I CHECK MY CREDIT REPORT? 
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AnnualCreditReport.com

What is a credit score?

Your credit score predicts how likely you 
are to pay back a loan on time. Companies 

use a mathematical formula – called a 
scoring model – to create your credit score 
from the information in your credit report. 
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AnnualCreditReport.com

You have many different credit scores
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AnnualCreditReport.com

Your credit history and behavior form the 

basis of your credit scores
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1. Bogus charity donations.

2. Money mule.

3. Excessive purchases hoping to increase 

odds of wining a sweepstakes.

USPS Informed Delivery 
to protect your loved one from. . . 

Extra set of eyes on what arrives in the mail.
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USPS.com
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USPS.com
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SIM Swap Fraud

Subscriber Identity Module – your phone’s memory chip.
91



Avoid SIM Swap Fraud

92

1. PIN for wireless account (some carriers allow 

a SIM lock)

2. If you stop receiving calls or text and you 

don’t know why, contact carrier immediately.

3. Keep personal details off social media;

4. Don’t keep passwords or personally 

identifiable information in email inbox.



If I fall for a scam. . .  

93

1. Harden you defense! You are a valuable 

target and more criminals will contact you. 

2. Report to Attorney General Nessel and follow 

her team’s guidance. # & website on 

brochure.

3. If you lost money, report to the FBI—IC3.gov
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To request a presentation, 
send an email to: ag-events@michigan.gov
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Guardian
A person or an entity is 
assigned by a court to 
oversee the welfare and 
safety of an individual. 

Conservator
A person or an institution 
assigned by a court to handle 
an individual’s financial 
matters.

A legal duty to act in the best interest 

of the protected individual.



Incapacitated 
Guardianship – Incapacitated individual.

Conservatorship – Individual unable to manage property and 
affairs effectively. 

By reason of mental illness, mental deficiency, physical illness or 
disability, chronic use of drugs, chronic intoxication, or other cause, not 
including minority, to the extent of lacking sufficient understanding or 
capacity to make or communicate informed decisions. MCL 700.11050


